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Current Minimum Target

Asset Management
- Classify assets by sensitivity and criticality
- Develop and implement asset disposal / re-use plan
- Implement a comprehensive asset inventory
Baseline Security Management

- Define a standardized/updated/automated secure
configuration and ‘hardened’ loadsets for all assets (desktops,
laptops, servers, switches, routers, etc.) with auditing and
logging enabled

Change Management Process

- Define and implement a formal change management for
configuration, application source code etc

- Set up a pilot/test platform for all critical infrastructures
(File/Print, data-warehouse, etc.)

Data Classification/Transport/Storage/Disposal

- Develop policy and define technologies for secure storage,
transmission and disposal of data

Laptop Security

- Deploy multiple levels of access control like BIOS passwords, Hard
disk passwords etc.

- Encryption of sensitive data
Mobile Devices

- Encrypt wireless communications for mobile devices

- Use local encryption and password protection on devices
Vulnerability management

- Automated and centralized vulnerability management
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Auditing and Logging

- Perform gtandﬁrdized & centralized logging- integrated with

devices cations

Email Delivery

app

- Redundant content filtering
Instant Messaging/Peer-peer Services
- Discover and secure IM usage

- Define usage policy
Monitoring

- De Iog/ a ?Zste,m to enable centralized real time monitoring
en

acros
Content Filtering

rprise

- Filter inbound and outbound communications

I_l Current - Minimum |:| Target

Secure Communication

- Deglo a unjversal secure communication mechanisms as opposed to
securé email

Wireless
- Create a policy and secure new and existing Home wireless networks
Event Correlation
— Develop Event correlation strategy and architecture
Backup and Recovery
- Deploy ability to encrypt backup data
- Validate backup plans against record retention guidelines
Internal Network Architecture

- {gn%zmr%gto Wr%gga(%s’ﬁ_lt(gﬁug}\e[g’fi%?(t:% users prior to obtaining access

- Introduce internal firewalling based on data criticality and sensitivity
- Consider Proxies and authenticated outbound Internet access
Intrusion Detection
- Deploy both Network and Host Based IDS
Virus Detection

- Ensure comprehensive protection from viruses on all gateways and
evices

—  Build in redundancy in delivery/monitoring mechanisms




